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Soft and hard forks Custody of digital assets Compliance with legislative Business model assessment Wrong-way risk Accounting and tax treatment
rules / regulations
Multi-party computation Wallet mgmt/segregated acct. Cost of build and operations Lack of adequate FMI Tax implications
Regulatory reporting infrastructure
Whitelisted address mgmt Suspensions and outages Contractual arr reporting
KYC/client acceptance (@ y ‘\
/ = ~
Second-layer protocols Fraud and theft [{.7. IP approach: build vs. buy @ )
u —— — Modeling risk
. (@ N
Culling of transactional history Customer support @ t ) Lack of RWA source data
AML/CTF considerations Volatility and intraday risks
._—.\
( Business continuity mgmt Adverse media coverage Coin concentration risk
Sanctions compilance and Collateral and margin risks
financial crime 4
Backup and availability of ~ D3ta privacy and confidentiality Vulnerability mgmt Appropriate capital reserves
vate
pri keys T Trsneaction jtoring Treasury & cash mgmt
Segregation of ( \@ i ) Reconcilliation of digital assets
Private key mgmt Client on/off-ramping N Hochen
Data mgmt
Customer protection
Staking and risk of loss and complaints
Ransomware Market conduct and

manipulation
In collaboration with our dients, we will look to leverage a firm's existing risk taxonomy to perform a digital asset risk assessment
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